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	Division for Early Childhood Intervention Services
TKIDS, TRAD, EIS Registry, and Extranet
Security Agreement   

	Fax to: (512) 424-6834

The purpose of this policy is to ensure the security and integrity of confidential Early Childhood Intervention (ECI) client and administrative data accessed through ECI web-based applications on the Texas Department of Assistive and Rehabilitative Services (DARS) Network. ECI web applications are automated systems maintained by DARS. For purposes of this agreement, user means each employee or staff person working for the contract provider. Read the following agreement thoroughly before signing.    
Instructions  
1.
The user and the contract provider must sign this document indicating agreement by both parties to the security policies and procedures detailed within this agreement.   
2.
A user seeking access must obtain the approval and signature of his or her ECI program director as indicated on page 2 of this agreement.  
3.
The user must fax the completed agreement to Attention: TKIDS at (512) 424-6834.  
4.
If a user is terminated, the ECI program director must submit a completed copy of this agreement with the appropriate delete boxes checked and enter the user’s termination date in the TKIDS employee record. The ECI program director is responsible for all transactions completed by staff members while they access the DARS Network and ECI applications.     
5.The user should keep a copy of this agreement for his or her records.   

	Type of Access Requested  

	Type X in a box to select a needed option.   

	Add  
	Delete  
	Modify  
	Application  
	Description  

	  
	  
	  
	Texas Kids Intervention Data System (TKIDS) access  
	TKIDS Security Level—Check only one box if adding or modifying TKIDS access:  

   1  Read-only—(case information)
   2  Case user—(case information)
   3  Case admin—(case, employee, and program information)
   4  Read-only all programs—(state office only)
   5  Read/write all programs—(state office only)

	  
	  
	  
	TKIDS Reports and Data (TRAD) access  
	TRAD Security Level—Check box if adding or modifying TRAD access:

(TRAD is available only to users with TKIDS access)  
   1  Read-only—(report information) 

	  
	  
	  
	Early Intervention Specialist (EIS) Registry access  
	EIS Security Level—Check only one box if adding or modifying EIS access:  

   1  Program user read-only—(program level)
   2  EIS user read-only—(for EIS)
   3  EIS user read/write—(for EIS)

   4  Program user read/write—(data entry program level)

   5  Program user admin—(read or write with additional rights program level)
   6  Read-only all programs—(state office only)
   7  Read/write all programs—(state office only)

	  
	  
	  
	Extranet access  
	Extranet Security Level—Check only one box if adding or modifying Extranet access:  

   1  Read—(User can view, open, and download available site content. User cannot upload or delete documents.)
   2  Contribute—(User can view, add, update, and delete available site content.)

   3  ECI owner—(state office only)

	User Information   

	Type or print clearly.   

	First name:
     
	Middle initial:

     
	Last name:

     

	Work telephone:

(   )      
	Title:

     
	Email address:

     

	Enter the last four digits of your Social Security number at right:  
	 
	 
	 
	 

	Termination Date (if applicable):      

	Contract Provider Approval   

	Program name:

     

	Program director’s name (Print):

     

	Program director’s signature:
X       

	Date:

     


	State Office Use Only   

	Access granted by (Print name):
     

	Access granted by (Sign name):
X       
	Date:

     

	ECI Management approver’s name (Print name):

     

	ECI Management approver’s signature:

X       
	Date:
     

	Date IP/PW sent:

     

	Security Policies and Procedures  

	Texas Penal Code, Title 7, Section 33.02 Breach of Computer Security, states:

(a) A person commits an offense if the person knowingly accesses a computer, computer network, or computer system without the effective consent of the owner.  
(b) An offense under Subsection (a) is a Class B misdemeanor, except that the offense is a state jail felony if:

(1) the defendant has been previously convicted two or more times of an offense under this chapter;

or

(2) the computer, computer network, or computer system is owned by the government or a critical infrastructure facility.  
(b-1) A person commits an offense if with the intent to defraud or harm another or alter, damage, or delete property, the person knowingly accesses a computer, computer network, or computer system without the effective consent of the owner.  
(b-2) An offense under Subsection (b-1) is:

(1) a state jail felony if the aggregate amount involved is less than $20,000;

(2) a felony of the third degree if the aggregate amount involved is $20,000 or more but less than $100,000;

(3) a felony of the second degree if: (A) the aggregate amount involved is $100,000 or more but less than $200,000; (B) the aggregate amount involved is any amount less than $200,000 and the computer, computer network, or computer system is owned by the government or a critical infrastructure facility; or (C) the actor obtains the identifying information of another by accessing only one computer, computer network, or computer system;

or

(4) a felony of the first degree if: (A) the aggregate amount involved is $200,000 or more; or (B) the actor obtains the identifying information of another by accessing more than one computer, computer network, or computer system.      




	(c) When benefits are obtained, a victim is defrauded or harmed, or property is altered, damaged, or deleted in violation of this section, whether or not in a single incident, the conduct may be considered as one offense and the value of the benefits obtained and of the losses incurred because of the fraud, harm, or alteration, damage, or deletion of property may be aggregated in determining the grade of the offense.     
(d) A person who is subject to prosecution under this section and any other section of this code may be prosecuted under either or both sections.  
(e) It is a defense to prosecution under this section that the person acted with the intent to facilitate a lawful seizure or search of, or lawful access to, a computer, computer network, or computer system for a legitimate law enforcement purpose.  


	DARS ECI Security Agreement  

	Users accessing DARS systems and information are restricted to access necessary to perform assigned duties. Access is for approved official ECI business purposes only. Users are prohibited from accessing any automated system, subsystem, or automated storage medium for which they do not have prior authorization. Users are prohibited from altering any data or database other than that specifically authorized as required to do the assigned work.    
Users must sign off the application each time they leave the computer or when the computer is unattended.  
User supervisors must notify the DARS ECI TKIDS staff of a staff member’s termination, prior to the staff member’s last day of employment, so the DARS staff can remove access to the application(s).  
Users must use any issued IDs and/or passwords only for official state-approved business. Users must safeguard and not disclose passwords or any other authorization that allows access to confidential information, except as permitted by law.  
Information that may come to the user’s knowledge while using the DARS ECI applications is confidential and must only be used as needed to perform legitimate duties. Therefore, users will access only confidential information that they need to know to do their jobs. Users will not in any way divulge, copy, release, sell, loan, review, alter, or destroy any confidential information except as properly authorized within the scope of their job duties. They will not misuse confidential information or carelessly handle confidential information.    
If users have any questions or problems, they should immediately contact the ECI TKIDS staff.  
By signing this agreement, users agree that they understand the stated policies and procedures and that these apply to all security codes they receive to conduct state-related business. Users further understand that failure to follow the policies, procedures, and laws of the State of Texas may result in loss of access to DARS computer system(s) and their ability to perform any duties on DARS systems.    
Failure to follow these policies and procedures may result in corrective action under any contract between the contract provider and DARS, including contract termination. In some cases, users who violate policies regarding the use of the equipment and the confidentiality of information may face criminal prosecution.  


	User’s Signature:  

	I understand I will receive a User Identification Code (User ID or Login) and a password that gives me access to the ECI web applications. I understand that I am responsible for any actions performed under my User ID and password. I agree to change my password immediately if I know or suspect that my password has been compromised (for example, if someone learns my password or it becomes known during problem functions).    
I have read this agreement related to data security and data confidentiality and I agree to follow all policies and procedures as defined. I understand that the policies and procedures stated above apply to all security codes I receive to conduct state-related business. I understand that failure to follow the policies, procedures, and laws of the State of Texas may result in loss of access to the web application(s) as well as civil and/or criminal prosecution.    

	User’s signature:
X       

	Date:
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